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What is Google Hacking?

Google hacking is the term used when a hacker tries to\finderabletargetsor sensitive data by
usingthe Google search engintn Google hacking hackers usearch engine commands or complex
search queries to locate sensitive data and vulnerable devices dntdraet.

Although Google hacking techniques are against Google terms of Seamit&oogle blocksvell-
known Google hacking queriesiothing can stophackers from crawling websites anauhching
Google queries.

Google hacking can be ub#o locate vulnerable web servers and websitelich are listed in the
Google search engine database. In other words, hackers can lo@atgthousandsof vulnerable
websites, web servers and online devices all around the world and select their targets randomly. This
kind of attack is most comménlaunchedby applying Google hacking techniques to satisfy junior
hackers.

It is obvious that theGooglehacking procedure ibasad on certain keywordswhichcould be used
effectively if they are used by some internal commands tfe Google search enginelhese
commandscan be used tdhelp hackers narrow down their search to locate sensitiada or
vulnerable devices.

Nevertheless, the success of Google hackiaghniquesdepends onthe existence ofvulnerable
sites, servers and devices. However, we should not ignore the power of the search eingines
providing information about the targets to the hackers in the reconnaissphese.

Beyond Vulnerability

Malicious hackers can use Google hacking techniques to identify vulnerable sites and web servers for
known vulnerabilities. In addition, they can look for error pages with the hadlgechnical
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information or retrieve files andlirectories with sensitive contents such as datalmgmssword,
log files, login pages or online devices such as IP camerasetmaork storage

Google Proxy

Hackers can usthe GoogleTranslateservice(http://translate.qoogle.com/translate )Yt as a proxy
server to visit a website or translate the contents of the website or URLs witleawing any
footprints.
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Figure 1: Google Translate Service.

Google Cash

Google copies the content & website h its database. This function helps users to access the
content of the website if the sités not available. Howeveg hacker can usthis function to access
and visit a targeted website without leaving any footprint andompleteanonymity.
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Figure2: The red cycle indicag¢he link to access the Claed page.
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Directory Listings

Web server applications such as Apache #®&gbiovide facilities that user can browse and navigate
website directories by clicking on the directory name and links sucRaaent DirectoriesThe
directories and their content can be listed if directory listing or directory browanegenabled by

the administrator. This vulnerability gives an unauthorized access to the files and it may help hackers
to gain accessto the information which can help them to hack a website or a web server or
download its contents.

Directory listinganake the parent directory links available to browse directories and files. Hackers

can locate the sensitive information and filgst by simple bowsing. In Google it is easy to find

websites or web servers with enabldirectory listings because the title of the pages staith the

GAYRSE 27F¢é LIKNIheeSf imthe séafh box ty findhei directory listingsenablad

website. If we wanto get better result from our search we can use this combination in the search
boxintitle:index.oforwe canuséd y G A Gf SYAYRSE®2F &t NByid 5ANBOG2NE
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Figure 3: The resultof usingy G A Gf SYAYRSE®2F Gt NByid 5ANBOG2NEE

It is obvioughat with the firstcommand we usethe Google sarch engine to search in its database

fordi KS ¢6S0aArAiSa 6KAOK KIS 6SSy tAadGSR gAGK GKS
Google to search for sites with the directory listings and with the keyword whigfien found in

the directory listings.

Specific Directory

Hackers can locate specific directories by using the directory name in their search g&eries.
instance to locatean @ I RY A y ¢ ilRadISrOtG dirédry listingsthe hacker can uséhese
commands: intitle:index.of.admiror intitle:index.of inurl:admin
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Figure 4The result of usingntitle:index.of.admin
Specific File

It is possible to search for a certain filg llirectory listings. For instancéo search forthe
password.mdb filethis searchquery can be ugi intitle:index.of password.mdb

—_—
Figure 5: The result of usimgtitle:index.of.password.mdb
Specific File Extension

Google lets users search its databaseagpecific file extensiomy usinghe filetype:command. For
instance, if you want to search for pdf fildben you can usehe query filetype:pdfin the search
box.

Server Information
It is possible to use Google hacking techniques to deterntlive version of the web server

application along with directory listing$his kind of information is vital tan attacker because it will
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